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Tutorial Goals

¥ At the end of the tutorial you will be able
to

b Design test cases using structured, formal,
OscientificO techniques

P Implement the OartO of test case design as well as
the science

b Understand how defect taxonomies can improve
test case design
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Chapter 1

Introduction




Tutorial Agenda

> 1.! Introduction
2.! Black Box Science
3.! Black Box Art
4.! Defect Taxonomies

5.1 Wrap-up
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Chapter Objectives
G il
¥ At the end of this chapter you will be able
to

P Define OtestingO
b Define the components of a test case

b Discuss the problems of how much testing can be
done
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Test Design Process - Context
O

Master Test Plan
Detailed Test Plans
Test Analysis

Systematic :
Software TeSt DeSIQn
Testing

tutorial

Test Implementation
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What is Testing?

¥ |EEE Std 610 Software Engineering
Terminology: OtestO

1. An activity in which a system or component is
executed under specified conditions, the results
are observed or recorded, and an evaluation is
made of some aspect of the system or
component

To conduct an activity as in (1)

A set of one or more test cases

A set of one or more test procedures

A set of one or more test cases and procedures

ok W
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What Do We Test?

Fundamental issues

Real-time issues

System management issues

Purchased software

G il
FUNCTIONS Portability
Usability Reliability
Security Availability
Localization Testability
Extensibility Interoperability

Timing Capacity
Throughput

Performance
Overload

Backup and Recovery
Start-up and shut-down

Operating systems
DBMS
Communications
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Current Challenges In Test Design

.\) .\) .\) .\) .\) .\) .\) .\) .\)
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What Are Test Cases?

Order of execution

Test environment

Output(s)

Input(s)
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What Are Test Cases?
Q il
¥ Inputs can be

b Data entered through the
Ul

b Data from interfacing
Input(s) systems

b Data from interfacing
devices

b Files

b Databases
b State

b Environment
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What Are Test Cases?

¥ Outputs can be:

b Data to Ul

b Data to interfacing
systems

b Data to interfacing
devices

Output(s) D Files
b Databases
b State
b Response time
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Test Everything?

Data

Impossible!

Paths
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Choose
wisely

Test Wisely!

S

PR

IS)

Cost effective Time

Risk limited
based

Tool support
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Chapter 2

Black Box
Science




Tutorial Agenda

1.! Introduction

> 2.! Black Box Science
3.! Black Box Art
4.! Defect Taxonomies
5. Wrap-up
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Objectives
O il

¥ At the end of this chapter you will be able to

b Implement the Equivalence Class Partitioning and
Boundary Value testing techniques

P Create a Decision Table

b Describe when State-Transition diagrams are useful
and how to create one

P Understand and use OAIl PairsO based techniques
¥ Orthogonal arrays and pairs based test cases

b Create a Traceability Matrix
¥ If one is desired or required
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What is Black Box Science?
QY i
¥ Black Box
b Focus only on the inputs and outputs

b Ignore the internal paths, structure, and implementation
P CanOt know the percentage of code tested

¥ Science
b Use structured approach(es)

b Approach all data the same

b Have a methodology based
coverage measure

/
\
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Black Box at Different Levels

System

Unit Subsystem

5=

A black box i1s a black box is a black box.

ItOs just a bigger box with more input,
functionality, and output.
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For Each Software Requirement

¥ First letOs focus on one requirement /
function / story at a time

b Equivalence Class Partitioning
P Boundary Value Testing
P Combining both across multiple inputs

Mastering Test Design V 4.0 © SQE 2001-2011
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Equivalence Class Partitioning

L il

¥ The role of Equivalence Class Partitioning
P Create the minimum number of black box tests

needed while still providing adequate coverage

¥ Steps

1.

|dentify equivalence classes - the input ranges
which are treated the same by the software

¥ Valid classes: legal input ranges
¥ Invalid classes: illegal or out of range input values

Create a test case for each of the equivalence
classes

Invalid | Valid Invalid
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Equivalence Class Partitioning
G il
1.! If an input condition specifies a continuous range of
values, there is one valid class and two invalid

classes.

b Example: The input variable is a mortgage applicantOs income.
The valid range is $1000.00/mo. to $75,000.00/mo.

¥ Valid class: {1000.00 < = income < = 75,000.00}
¥ Invalid classes: {income < 1000.00}, {income > 75,000.00}

2.!' If an input condition specifies a discrete range of
permissible values, there is one valid class and two
Invalid classes.

b Example: The input variable is the total number of houses being
purchased, from 1 to 5.
¥ Valid class: {1<=# Houses <=5}
¥ Invalid classes: {# Houses < 1}, {# Houses > 5}
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Equivalence Class Partitioning
G il
3.!'If an input condition specifies a set of values, there
IS one valid and one invalid equivalence class.

b Example: Types of housing are Condo, Townhouse, and
Single Family
¥ Validclass: {Condo, Townhouse, Single Family}
¥ Invalid class: {...anything else...}

¥ Sets are different

b If each member of a set yields the same result the set is a
single class

b If each member generates a different result then each
member is a separate class with one valid and one invalid
class
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Equivalence Class Partitioning
G i
4.! If a Omust beO condition is required, there is one
valid equivalence class and one invalid class.

b Example: The mortgage applicant must be a

person.
¥ Valid class: {person}
¥ Invalid class: {corporation, ...anything else...}
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Another Way to Annotate Partitions

G i
«— 999.99 | 1000.00 to 75,000.00 | 75,000.01 —
Invalid I Valid I Invalid
«— 0 | 1to5 | 6 —>

Invalid I Valid I Invalid

All Else | Condo, Townhouse, Single Family
Invalid I Valid

All Else | Person
Invalid I Valid
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Equivalence Class Partitioning

¥ Steps for creating the test cases

1.! Define the equivalence classes for your rules

2.! Write the first test case to cover as many of
the valid equivalence classes from the rule
set as possible (although they may be
mutually exclusive)

3.! Continue writing test cases until all of the
valid equivalence classes from the rules
have been covered

4.1 \Write one test case for each invalid class

Mastering Test Design V 4.0 © SQE 2001-2011
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Example Test Cases (EP)

G i
Test Case Valid Test Cases
Income No. | Type Person
1 $4,000.00 2 |Condo Bob
Invalid Test Cases

2 $90,000.00 1 |Condo BobOs mom

3 $800.00 2 | Single Family |Leroy

4 $4,000.00 7 | Townhouse Larry

5 $2,000.00 0 |Condo Helen

6 $5,500.00 2 | Office Bldg. Sam

7 $60,000.00 2 | Townhouse ABC Incorporated

Mastering Test Design V 4.0 © SQE 2001-2011
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Boundary Value Testing (BV) o

¥ The role of Boundary Value Testing

b An additional black box testing approach
¥ Almost always used with Equivalence Partitioning

P Test cases at the boundary of each input
¥ Includes the following
b At the boundary (where possible or if significant)
b Just below the boundary
b Just above the boundary
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Example Test Cases (EP/BV)

G i
Test Case Valid Test Cases
Income No. | Type Person
1 $1,000.00 1 | Condo Bob
2 $75,000.00 5 | Single Family | Helen
3 $37,500.00 3 | Townhouse George
Invalid Test Cases
4 $75,000.01 1 |Condo BobOs mom
5 $999.99 2 | Single Family |Leroy
6 $4,000.00 6 | Townhouse Larry
7 $2,000.00 0 |Condo Helen
8 $5,500.00 2 | Office Bldg. Sam
9 $60,000.00 2 | Townhouse ABC Incorporated
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More Classes of Invalids

¥ Looking at more than one data field at a
time
b Try invalid combinations
¥ All inputs are in valid range

¥ But they are NOT valid together
¥ Example: Singapore Airlines, Calcutta to Sydney,
Wednesday (they have no flights on this route on
Wednesday)
b Try invalid orders
¥ All inputs in the valid range
¥ But NOT valid due to timing or order

¥ Examples: using a system without logging on; asking for
a refund before paying

Mastering Test Design V 4.0 © SQE 2001-2011
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For All Software Requirements

¥ Focus on testing all of the requirements to
make sure they interoperate successfully

b Cross-functional testing
b Decision Tables
b State-Transition diagrams

b Pair based methods
¥ Orthogonal Arrays
¥ Combinatorial Analysis (all pairs)

Mastering Test Design V 4.0 © SQE 2001-2011
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Cross Functional Testing

¥ Definition

P Test more than one function at a time

b Possibly run these tests first

b Why?
¥ Discover design and interface errors
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Cross Functional Testing

EXAMPLE

TC1 TC2 TC3 TC4 TCS

Database 2

Mail server 2

* *
Remote *
Application 3
Remote

* *
Application 2
Remote *
Application 1
Database 1 * *
Mail server 1 * *
User interface * * *

Mastering Test Design V 4.0 © SQE 2001-2011
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Decision Table
Q.

¥ Definition

b A table listing all possible OconditionsO (inputs) and
all possible OactionsO (outputs)

P There is a OruleO for each possible combination of
OconditionsO

¥ Decision tables can be used to represent
very complex business rules based on a
set of defined conditions (requirements)
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Decision Table Format

Rule 1|Rule 2

Rule N

Conditions

Condition-1

Condition-2

Condition-x

Actions

Action-1

Action-2

Action-z

Mastering Test Design V 4.0 © SQE 2001-2011
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Example Decision Table

¥ From the Internal Revenue Service

Rule1 | Rule2 | Rule3 | Rule4 | Rule5 | Rule6 | Rule7 | Rule8
Condition
Single Yes Yes Yes Yes No No No No
65. or older OR Yes Yes No No Yes Yes No No
blind
Unearned income
S $1560 Yes No Yes No Yes No Yes No
Action
File Return No No Yes No Yes No Yes Yes

Mastering Test Design V 4.0 © SQE 2001-2011
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Another Decision Table

¥ From an automobile insurance company

Mastering Test Design V 4.0 © SQE 2001-2011

G i

Rule 1(Rule 2|Rule 3(Rule 4|Rule 5|Rule 6{Rule 7|Rule 8
Conditions
Claims 0 0 1 1 24 | 24 | 5+ o+
Age 16-25| 26-85| 16-25| 26-85 | 16-25 | 26-85 | 16-25 | 26-85
Actions
Premium Increase | $50 | $25 | $100 | $50 | $400 | $200 | $0 $0
Send Warning No | No [ Yes | No | Yes | Yes | No | No
Cancel Policy No | No | No | No | No | No | Yes | Yes
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Turning Decision Tables into Test Cases
—_—

¥ Create the decision table by defining
condition and action combinations

¥ Strike out any rules that are OimpossibleO
b Are they really?
P How can you guarantee it?

¥ Combine columns where the values are
Immaterial
P We donOt care, or do we?

¥ Select test data to make each rule OfireO
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State-Transition Diagrams
G i
¥ Used for OstateO machines (what happens
next is dependent on what has happened
before)

b Visual illustration of allowed sequences of
functions

b GREAT for finding correct order of valid operations
b EXCELLENT for finding correct order of test cases

b May be difficult to get this level of documentation
In an updated and current form
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Make
Reservation

A Simple State Example

Please Cancel/

Refund

Pay Money
Made

Cancelled

Please Print Ticket/ By
Ticket Customer
Ticketed Please Cancel/
Give Ticket Refund

Mastering Test Design V 4.0 © SQE 2001-2011
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Please Cancel
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Simple State Example with Tests

Q1]

Please Cancel

Please Cancel/
Refund

Cancelled
Please Print Ticket/ By

Ticket Customer
4
Reted Please Cancel/
Give Ticket Refund

Mastering Test Design V 4.0 © SQE 2001-2011
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All Pairs Methods

¥ Orthogonal Arrays and Combinatorial
Analysis

¥ A device for selecting a OgoodO subset of
all possible combinations

b When there are too many combinations to
consider

P When itOs risky to randomly skip testing large parts
of the functionality or combinations

¥ These methods test OAIll PairsO (each option with every
other option ONCE, but not all combinations across all
options).

¥ They exercise multiple pairs simultaneously

¥ Requires knowledge of all legitimate combinations
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Example Orthogonal Arrays

L, (2°)

44
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A Problem To Solve

Privacy settings: Protect yourself from unwanted calls and IMs

A Privacy G Allow calls from...

ey
- (®) anyone
"JA rivacy settings y p e

(O people in my Contact list only

> EBlocked contacts () Automatically receive video and .
4 = Sh thatIh deo to...
— u screen sharing from... U ow tha ave videa to
? o — ® anyone (® people in my Contact list only T I
Sl O people in my Contact list only O no one O0IS |

Onoone .
G Calls . _ OpthﬂS |
@ Keep history for

@ Allow IMs from...

P : . (\' ] -
. < anvene forever »v_‘ anacy

(3) people in my Contact list only

ﬁ Advanced
Vo (7
\ -i [] allow my online status to be shown on the web  Learn more

Accept Skype browser cookies  Learn more Clear Skype cookies
Reset to defaults

[ swve | [ concel |
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A Problem To Solve

G Allow calls from...

(®) anyone
() people in my Contact list only

-.) Automatically receive video and (_-) Show that I have video to...
screen sharing from...

® anyone & people in my Contact list only
(O people in my Contact list only O no one
(O no one
=3 Allow IMs from... @ Keep history for
() anyone
forever ’ v [Clear history ]

(%) people in my Contact list only

"& [ ] allow my online status to be shown on the web  Learn more

Accept Skype browser cookies  Learn more

Mastering Test Design V 4.0 © SQE 2001-2011
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A Problem To Solve

¥ Allow calls from B anyone, contact list (2)

¥ Receive video from b anyone, contact list, no
one (3)

¥ Allow IMs from b anyone, contact list (2)
¥ Show video to B contact list, no one (2)

¥ Keep history for B no history, 2 weeks, 1
month, 3 months, forever (5)

¥ Show online status D yes, no (2)
¥ Accept cookies b yes, no (2)

2X3X2X2xXx5x2x2=480 combinations

Mastering Test Design V 4.0 © SQE 2001-2011
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L18(3661)

5

10
11

12
13
14
15
16
17
18

48
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Orthogonal Arrays

¥ To use Orthogonal Arrays for test selection,
weOll OmapO our testing problem onto an OA

¥ (Generally) Proceed from top to bottom and
left to right through the problem variables

(because the first language | learned reads
left to right and top to bottom)

Mastering Test Design V 4.0 © SQE 2001-2011

49



A Problem To Solve

¥ Allow calls from B anyone, contact list (2)

¥ Receive video from b anyone, contact list, no
one (3)

¥ Allow IMs from b anyone, contact list (2)
¥ Show video to D contact list, no one (2)

¥ Keep history for B no history, 2 weeks, 1
month, 3 months, forever (5)

Show online status b yes, no (2)
¥ Accept cookies P yes, no (2)

K

2X3X2X2x5x2x2=480 combinations
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Allow 2 3 4 5 6
Calls P
From ._Q]
1 anyOne 0] O 0 0 0
2 0 0 1 1 2 2
3 0 1 0 2 2 1
Map
5 0 ol 1 > 1 0 onto all 0s
6 0 2 2 1 0 1
Map
7 contactList 0 0 2 1 2 .
contactLis t
8 1 ol 2 0 2 1 onto all 1s
9 1 1 1 1 1 1
10 1 1 2 2 0 0
11 1 2 0 1 2 0
I\/Ianpring Tegt npcign /400 QQF 2001-2011 =)
12 1 2 1 0 0 2




Allow 2 3 4 5 6

Calls

From
1 anyOne 0] O 0 0 0
2 anyOne o] 1 1 2 2
3 anyOne 1] O 2 2 1
4 anyOne 1] 2 0 1 2
) anyOne 2] 1 2 1 0
6 anyOne 2] 2 1 0 1
7 contactList 0 0 2 1 2
8 contactList 0 2 0 2 1
9 contactList 1 1 1 1 1
10 | contactList 1 2 2 0 0
11 | contactList 2 0 1 2 0

I\/Ianpring Tegt npcign /400 QQF 2001-2011

12 | contactList 2 1 0 0 2

Repeat for
each factor
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Allow Receive 3 4 5 6 7

Calls Video

From From
1 anyOne anyOne 0 0 0 0 0
2 anyOne anyOne 1 1 2 2 1
3 anyOne contactList 0 2 2 1 2
4 anyOne contactList 2 0 1 2 3
) anyOne noOne 1 2 1 0 4
6 anyOne noOne 2 1 0 1 5
7 | contactList anyOne 0 2 1 2 5
8 | contactList anyOne 2 0 2 1 4
9 | contactList contactList 1 1 1 1 0
10 | contactList contactList 2 2 0 0 1
11 | contactList noOne 0 1 2 0 3
12 | contactList noOne 1 0 0 2 2
13 2 anyOne 1 2 0 1 3
14 2 anyOne 2 1 1 0 2
15 2 contactList 0 1 0 2 4
16 2 contactList 1 0 2 0 5
17 2 noOne 0 0 1 1 1
18 2 noOne 2 2 2 2 0

Mastering Test Design V 4.0 © SQE 2001-2011
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Allow Receive Allow 4 5 6 7

Calls Video IMs

From From From
1 anyOne anyOne anyOne 0 0 0 0
2 anyOne anyOne contactList 1 2 2 1
3 anyOne contactList anyOne 2 2 1 2
4 anyOne contactList 2 0 1 2 3
) anyOne noOne contactList 2 1 0 4
6 anyOne noOne 2 1 0 1 )
7 contactList anyOne anyOne 2 1 2 S
8 | contactList anyOne 2 0 2 1 4
9 | contactList contactList contactList 1 1 1 0
10 | contactList contactList 2 2 0 0 1
11 | contactList noOne anyOne 1 2 0 3
12 | contactList noOne contactList 0 0 2 2
13 2 anyOne contactList 2 0 1 3
14 2 anyOne 2 1 1 0 2
15 2 contactList anyOne 1 0 2 4
16 2 contactList contactList 0 2 0 5
17 2 noOne anyOne 0 1 1 1
18 2 noOne 2 2 2 2 0

Mastering Test Design V 4.0 © SQE 2001-2011
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Allow Receive Allow Show 5 6 7

Calls Video IMs Video

From From From To
1 anyOne anyOne anyOne contactList 0 0 0
2 anyOne anyOne contactList noOne 2 2 1
3 anyOne contactList anyOne 2 2 1 2
4 anyOne contactList 2 contactList 1 2 3
) anyOne noOne contactList 2 1 0 4
6 anyOne noOne 2 noOne 0 1 )
7 contactList anyOne anyOne 2 1 2 S
8 | contactList anyOne 2 contactList 2 1 4
9 | contactList contactList contactList noOne 1 1 0
10 | contactList contactList 2 2 0 0 1
11 | contactList noOne anyOne noOne 2 0 3
12 | contactList noOne contactList contactList 0 2 2
13 2 anyOne contactList 2 0 1 3
14 2 anyOne 2 noOne 1 0 2
15 2 contactList anyOne noOne 0 2 4
16 2 contactList contactList contactList 2 0 5
17 2 noOne anyOne contactList 1 1 1
18 2 noOne 2 2 2 2 0

Mastering Test Design V 4.0 © SQE 2001-2011
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Allow Receive Allow Show Show 6 7

Calls Video IMs Video Online

From From From To Status
1 anyOne anyOne anyOne contactList yes 0 0
2 anyOne anyOne contactList noOne 2 2 1
3 anyOne contactList anyOne 2 2 1 2
4 anyOne contactList 2 contactList no 2 3
) anyOne noOne contactList 2 no 0 4
6 anyOne noOne 2 noOne yes 1 )
7 contactList anyOne anyOne 2 no 2 5
8 | contactList anyOne 2 contactList 2 1 4
9 | contactList contactList contactList noOne no 1 0
10 | contactList contactList 2 2 yes 0 1
11 | contactList noOne anyOne noOne 2 0 3
12 | contactList noOne contactList contactList yes 2 2
13 2 anyOne contactList 2 yes 1 3
14 2 anyOne 2 noOne no 0 2
15 2 contactList anyOne noOne yes 2 4
16 2 contactList contactList contactList 2 0 5
17 2 noOne anyOne contactList no 1 1
18 2 noOne 2 2 2 2 0

Mastering Test Design V 4.0 © SQE 2001-2011
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Allow Receive Allow Show Show Accept 7

Calls Video IMs Video Online Cookies

From From From To Status
1 anyOne anyOne anyOne contactList yes yes 0
2 anyOne anyOne contactList noOne 2 2 1
3 anyOne contactList anyOne 2 2 no 2
4 anyOne contactList 2 contactList no 2 3
) anyOne noOne contactList 2 no yes 4
6 anyOne noOne 2 noOne yes no )
7 contactList anyOne anyOne 2 no 2 5
8 | contactList anyOne 2 contactList 2 no 4
9 | contactList contactList contactList noOne no no 0
10 | contactList contactList 2 2 yes yes 1
11 | contactList noOne anyOne noOne 2 yes 3
12 | contactList noOne contactList contactList yes 2 2
13 2 anyOne contactList 2 yes no 3
14 2 anyOne 2 noOne no yes 2
15 2 contactList anyOne noOne yes 2 4
16 2 contactList contactList contactList 2 yes 5
17 2 noOne anyOne contactList no no 1
18 2 noOne 2 2 2 2 0

Mastering Test Design V 4.0 © SQE 2001-2011
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Allow Receive Allow Show Show Accept Keep
Calls Video IMs Video Online Cookies History
From From From To Status For
1 anyOne anyOne anyOne contactList yes yes noHistory
2 anyOne anyOne contactList noOne 2 2 2Weeks
3 anyOne contactList anyOne 2 2 no 1Month
4 anyOne contactList 2 contactList no 2 3Months
5 anyOne noOne contactList 2 no yes forEver
6 anyOne noOne 2 noOne yes no )
7 contactList anyOne anyOne 2 no 2 5
8 | contactList anyOne 2 contactList 2 no forEver
9 | contactList contactList contactList noOne no no noHistory
10 | contactList contactList 2 2 yes yes 2Weeks
11 | contactList noOne anyOne noOne 2 yes 3Months
12 | contactList noOne contactList contactList yes 2 1Month
13 2 anyOne contactList 2 yes no 3Months
14 2 anyOne 2 noOne no yes 1Month
15 2 contactList anyOne noOne yes 2 forEver
16 2 contactList contactList contactList 2 yes 5
17 2 noOne anyOne contactList no no 2Weeks
18 2 noOne 2 2 2 2 noHistory

Mastering Test Design
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Orthogonal Arrays

¥ We have reduced our test cases from 480 to
18 b a substantial reduction (about 96%)

¥ while testing all pairs of input combinations at
least once

Mastering Test Design V 4.0 © SQE 2001-2011
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Orthogonal Arrays

¥ But what should we do about the cells in the
OA that have not been assigned values?

b
b

¥ But first, why do we have such cells?

Mastering Test Design V 4.0 © SQE 2001-2011
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Allow Receive Allow Show Show Accept Keep
Calls Video IMs Video Online Cookies History
From From From To Status For
1 anyOne anyOne anyOne contactList yes yes noHistory
2 anyOne anyOne contactList noOne 2 2 2Weeks
3 anyOne contactList anyOne 2 2 no 1Month
4 anyOne contactList 2 contactList no 2 3Months
5 anyOne noOne contactList 2 no yes forEver
6 anyOne noOne 2 noOne yes no )
7 contactList anyOne anyOne 2 no 2 5
8 | contactList anyOne 2 contactList 2 no forEver
9 | contactList contactList contactList noOne no no noHistory
10 | contactList contactList 2 2 yes yes 2Weeks
11 | contactList noOne anyOne noOne 2 yes 3Months
12 | contactList noOne contactList contactList yes 2 1Month
13 2 anyOne contactList 2 yes no 3Months
14 2 anyOne 2 noOne no yes 1Month
15 2 contactList anyOne noOne yes 2 forEver
16 2 contactList contactList contactList 2 yes 5
17 2 noOne anyOne contactList no no 2Weeks
18 2 noOne 2 2 2 2 noHistory

Mastering Test Design
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Orthogonal Arrays

¥ LetOs fill them in with valid values:

P Select the first value In the list
P Alternate the values

b Set the values according to the percentage
of use (if 60% will be yes and 40% will be
no, then use that percentage)

b Set the values according to the risk that
value presents

¥ Which is the best approach?
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Allow Receive Allow Show Show Accept Keep

Calls Video IMs Video Online Cookies History

From From From To Status For
1 anyOne anyOne anyOne contactList yes yes noHistory
2 anyOne anyOne contactList noOne yes yes 2Weeks
3 anyOne contactList anyOne contactList no no 1Month
4 anyOne contactList anyOne contactList no no 3Months
5 anyOne noOne contactList noOne no yes forEver
6 anyOne noOne contactList noOne yes no noHistory
7 | contactList anyOne anyOne contactList no yes 2Weeks
8 | contactList anyOne anyOne contactList yes no forEver
9 | contactList contactList contactList noOne no no noHistory
10 | contactList contactList contactList noOne yes yes 2Weeks
11 | contactList noOne anyOne noOne no yes 3Months
12 | contactList noOne contactList contactList yes no 1Month
13 anyOne anyOne contactList contactList yes no 3Months
14 | contactList anyOne anyOne noOne no yes 1Month
15 anyOne contactList anyOne noOne yes yes forEver
16 | ContactList contactList contactList contactList yes yes 1Month
17 anyOne noOne anyOne contactList no no 2Weeks
18 | contactList noOne contactList noOne no no noHistory

Mastering Test Design
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PICT Program

¥ Microsoft has developed
a tool to generate
all the pair combinations

¥ MicrosoftOs algorithm is

described in
OPairwise Testing in the Real World: Practical

Extensions to Test Case GeneratorsO by
Jacek Czerwonka

¥ PICT is a free tool you can download and use
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PICT Program

@ Downloads - Mozilla Firefox

File Edit Yiew History

O -c

/" Downloads

Click
here

Bookmarks  Tools Help

(ml I" http:{{msdn.microsoft.com/en-us/testing/bb980925

Tester Center

oing [2]]

Home Library Learn Downloads Community

Downloads

Here are a few tools used by or created by Microsoft software testers to help in testing processes.

Testing Tools

Microsoft Network Monitor 3.4
Tool to allow capturing and protocol analysis of
network traffic.

Spec Explorer
advanced model-bas
conformance testing

acification and

Windows CE Testing Tools
Building strong, reliable embedded devices is
critical in today's market. Testing a device or
driver can involve assessing many different
elements fro... more

¥http://msdn.microsoft.com/en-us/testing/bb980925

oftware development tool for

Sysinternals Suite (Process Explorer, Process
Monitor, etc)

The Sysinternals Troubleshooting Utilities have
been rolled up into a single Suite of tools. This file
contains the individual troubleshooting tools a
more

Performance Analysis of Logs (PAL) Tool

The PAL (Performance Analysis of Logs) tool is a
new and powerful tool that reads in a
performance monitor counter log (any known
format) and analyzes... more

Pairwise Independent Combinatorial Testing (PICT)
Tool

PICT is an efficient way to design test cases and
test configurations for software systems. With
PICT, you can generate more effective test cases
than... more
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PICT Program

E and download pict33.msi (a Microsoft
Installer Package)

Save it

Execute it to install. (It installs in the Program
Files folder)

PICTHelp.nhtml has the instructions (They are
very helpful)
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PICT Program

¥ Prepare the input by entering the data into
Notepad

-
_1_]
AllowCalls: Anyone, ContactList
ReceiveVideo: Anyone, ContactList, NoOne
AllowlMs: Anyone, ContactList
ShowVideo: ContactList, NoOne
KeepHistory: NoHistry, TwoWeeks, OneMonth, ThreeMonths, Forever
ShowStatus: Yes, No
AcceptCookies: Yes, No
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PICT Program

¥ Run pict.exe
¥ Specify itOs input and output. For example:

¥ pict SkypeExampleForPICT.txt >
SkypeTestCasesFromPICT.txt

— T M e e =i

Microsoft Windows XP [Uersion 5.1.26001
(C)> Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Lee Copeland.SQE-1D6952E4469>cd\

C:\>cd downloads
C:\DOUNLOADS >pict SkypeExampleForPICT.txt > SkypeTestCasesFromPICT.txt
C :\DOUNLOADS >

Mastering Test Design V 3.2 © SQE 2001-2006
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PICT Program

¥ Open the output with Excel to make it look
nice
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AllowCalls
ContactList
Anyone
ContactList
Anyone
ContactList
Anyone
ContactList
Anyone
Anyone
ContactList
Anyone
ContactList
Anyone
Anyone

ContactList

ReceiveVideo

ContactList
Anyone
NoOne
ContactList
NoOne
NoOne
Anyone
ContactList
NoOne
Anyone
Anyone
ContactList
Anyone
ContactList

NoOne

AllowIMs
Anyone
ContactList
Anyone
ContactList
ContactList
Anyone
Anyone
ContactList
ContactList
Anyone
Anyone
ContactList
Anyone
ContactList

ContactList

ShowVideo

ContactList

NoOne

NoOne

NoOne

ContactList

ContactList

ContactList

ContactList

NoOne

NoOne

NoOne

NoOne

ContactList

NoOne

ContactList

PICT Program

KeepHistory
OneMonth

ThreeMonths

Forever

NoHistry
TwoWeeks
ThreeMonths

NoHistry

Forever

OneMonth

Forever

TwoWeeks
ThreeMonths
OneMonth
TwoWeeks

NoHistry
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Yes

No

No

Yes

Yes

Yes

No

Yes

No

Yes

No

No

No

No

Yes

L il

AcceptCookies

Yes

No

Yes

No

No

Yes

Yes

No

No

No

Yes

Yes

No

Yes

No
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PICT Program

¥ Note the good news b we can test all pairs of
the 7 inputs in only 16 test cases (rather than
the total combinations of 480)
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PICT Program

¥ PICT has a nice feature the other approaches
donOt have P it allows for selection
constraints to be specified

Type: Single, Spanned, Striped, Mirror, RAID-5
Size: 10, 100, 1000, 10000, 40000

Format method: Quick, Slow

File system: FAT, FAT32, NTFS

Cluster size: 512, 1024, 2048, 4096, 8192, 16384
Compression: On, Off

# There are limitations on volume size

IF [File system]
IF [File system]

"FAT" THEN [Size] <= 4096;
"FAT32" THEN [Size] <= 32000;

# And not all file systems support compression

IF [File system] <> "NTFS" or
([File system] = "NTFS" and [Cluster size] > 4096)
THEN [Compression] = "ODff";
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Another Example

wd
1
. Auto
14 pt
Paragraph
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Another Example

The borders and shading dialog box :

¥ 5 settings
¥ 5 styles (showing)
¥ 9colors

¥ 9 widths
5xXx5x9x9=2025 combinations

An Lg,(919) array is the smallest array that meets
our needs

(There is an Lg,(3249%) array that would work)
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sources

An excellent book is Quality Engineering Using Robust
Design by Madhav S. Phadke

For a catalog of orthogonal arrays, see
www.research.att.com/~njas/oadir/index.html

A nice tool is rdExpert from
www.phadkeassociates.com

A very robust tool is AETG from Telcordia at
aetgweb.argreenhouse.com
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Trace Matrix

¥ A Trace Matrix can be used to track test
cases during development and execution

P Identification of uniquely OtestableO requirements

¥ Eliminate wishes, hopes, dreams, and other un-testable
statements

¥ Eliminate duplicates

¥ Assign a unique ID for each requirement and design
objective

¥ Determine its priority if possible
b Verification of implementation of all requirements
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Trace Matrix - Context

Track everything!

RegmOts

E:-) Design || >

Code

t
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Trace Matrix - Example

Trace Requirement Design
Number Sect. Summary Sect. Summary
001 1.1 99.99% availability 1.6 Dual processors
1.7 Hot back-up
6.1 | On-line diagnostics
15.3 On-line performance
monitors
N/A 1.2 Hardware selected N/A N/A
will be available in
less than 30 days
N/A 1.3 Transactions will N/A N/A
not be lost (included
with 1.4)
002 1.4 100% of all transactions| 2.2 Transaction processing
input will be processed 2.3 Transaction logs
(includes 1.3) 2.4 Retransmission request

for missing transactions
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Technigues vs. Levels of Test

Sys to
Method Unit | Integ. | Sys Sys Web
Equivalence class partitioning v v Vv Vv v
Boundary value v v v v i
Invalid combinations and processes v % v V V
Cross functional testing Vv Vv V v
Decision table Vv Vv V v v
State transition diagrams v Vv v v v
Orthogonal Arrays and All Pairs v v v i 7
Trace Matrix v Vv V v v
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Risk / Priority Based

¥ Add more test cases for higher risk or
priority
P Some of the factors in risk
¥ High use software
¥ Safety criticality
¥ Criticality to operations

¥ OKeyO features such as security, monetary expenditures
¥ Others?

b Including risk in the planning from the beginning
can help when there isnOt time to run all of the
tests

b Risk Is a subjective judgment call
b Test higher risk areas early and more thoroughly
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Chapter 3

Black Box
St




Tutorial Agenda

1.! Introduction

2.! Black Box Science
> 3.! Black Box Art

4.! Defect Taxonomies

5.1 Wrap-up
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Objectives
O il

¥ At the end of this chapter you will be able
to

b Implement creative test case selection techniques
b Evaluate the use of exploratory testing
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Why Science Is Not Enough
S¥HH

¥ Limits of science

b Programmers are logical thinkers, so they catch
many of the OlogicalO defects

P Real users are NOT necessatrily logical

b Real environmental circumstances are often
illogical

P CanOt test enough combinations with just scientific
techniques
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Hunches and Guessing

¥ Talent based testing

b Based on the implementation

b Some individuals can walk up
to a system and ObreakO it

b Good to have multi-dimensional
teams doing the testing

b Experienced testers can just
OknowO what is likely to break

Mastering Test Design V 4.0 © SQE 2001-2011
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Group Insights / Examples o

¥ Experience can be shared with examples

P OBest practicesO examples of test cases posted on
an internal web site

¥ OBestO is a relative term; whatOs good on one system
/application may not work on another

b Examples of good tests based on type of element
being tested
¥ Compiled by experienced personnel
¥ Available to everyone
¥ Can be a standard, guidelines, or suggestions
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Exploratory Testing

OThe classical approach to
test design is like playing 020
QuestionsO by writing out all
the questions in advance.O

- James Bach

Mastering Test Design V 4.0 © SQE 2001-2011

87



Exploratory Testing

OExploratory Testing, as | practice it, usually
proceeds according to a conscious plan. But not
a rigorous plan E it is not scripted in detail.O

OTo the extent that the next test we do is
iInfluenced by the result of the last test we did,
we are doing exploratory testing. We become
more exploratory when we canOt tell what tests
should be run in advance of the test cycle.O

- James Bach
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Exploratory Testing o

¥ Test cases themselves are NOT pre-planned

b Exploratory testing can be concurrent with product
development and test execution

b Based on implicit and explicit (if they exist)
specifications as well as the Oas builtO product
b Starts with a conjecture as to correct behavior,

followed by exploration for evidence that it works
/does not work

P Based on some kind of mental model

P OTry it and see if it worksO (James Bach
www.satisfice.com IS an excellent resource for more
on this topic)

Mastering Test Design V 4.0 © SQE 2001-2011 89



Exploratory Testing
¥ Basic steps to exploratory testing

Identify the purpose of the product

Identify functions

|dentify areas of potential instability

Test each function and record problems

Design and record a consistency verification test

kb PE
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Create Creative Invalids

¥ Break the rules in unexpected ways
P No logic

b Strange
¥ Order
¥ Combinations
¥ Exception conditions

P The Onobody would ever do thatO tests

¥ Boris Beizer: Olt helps to have some
devious testers.O
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Class Exercise

¥ Pick your technique

b Data in the range 0.0-1.0 should be processed
using algorithm A, data between 1.0 and 10.0
using algorithm B, and data between 10.0 and
100.0 using algorithm C.

b WeOve got very few written requirements for this
system. We do, however, know something about
how the system is to operate, its behavior, and
functions.
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Class Exercise

¥ Pick your technique (continued)

b If condition 1 (C1) is true and condition 2 (C2) is
true, then action 1 (Al) should be taken. If C1 is
true and C2 is false, then A2 is the proper
response. If C1 is false and C2 is true, then A3 is

appropriate. If C1 is false and C2 is false, then A4
IS the correct action.

e

W

iy
LaBt
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Class Exercise

¥ Pick your technique (continued)
P In state 1 (S1) events 1 (E1) and 2

(E2) are valid while event 3 (E3) is

not. In state 2 (S2) events 1 (E1) and ,\\
3 (E3) are valid while event 2 (E2) is
not. In state 3 (S3) events 2 (E2) and

3 (E3) are valid while event 1 (E1) Is
not. If the system is in S1 and E2
occurs, then action 1 (Al) should be
taken. If the system is in S3 and E3
occurs, then action 2 (A2) should be
taken.

1

¥
i\
é
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Class Exercise

¥ Pick your technique (continued)

P IOve got so many combinations to test I'\’\
just canOt do them all. Please help!
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Chapter 4

Defect
Taxonomies




Tutorial Agenda

1.! Introduction
2.! Black Box Science
3.! Black box Art

> 4.! Defect Taxonomies
5. Wrap-up
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Using a Taxonomy ol

¥ A taxonomy is a classification of things into
ordered groups or categories that indicate
natural, hierarchical relationships.

P In software test design we are concerned
with taxonomies of defects, ordered lists of
common defects we expect to encounter
INn our testing.
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Samgle Taxonomies ol

¥ One of the first defect taxonomies was
defined by Boris Beizer in Software Testing
Techniques.

¥ The classic book Testing Computer Software
by Cem Kaner contains a detailed taxonomy
of more than 400 types of defects.

¥ Robert Binder notes that many defects in the
object-oriented paradigm are problems using
encapsulation, inheritance, polymorphism,
message sequencing, and state-transitions.
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Samgle Taxonomies ol

¥ James WhittakerOdook How to Break
Software is a testerOs delight. Proponents of
exploratory testing exhort us to Oexplore.O
Whittaker tells us specifically Owhere to
explore.O Not only does he identify areas in
which faults tend to occur, but he defines
specific testing attacks to locate these faults.

¥ Girl Vijayaraghavan has chosen a much
narrower focusNthe eCommerce shopping
cart.
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Example Taxonomy

IXXX Requirements

11XX Requirements incorrect

12XX Requirements logic

13XX Requirements, completeness
14XX Verifiability

15XX Presentation, documentation
16XX Requirements changes

2XXX Features And Functionality
21XX Feature/function correctness
22XX Feature completeness

23XX Functional case completeness
24XX Domain bugs

25XX User messages and diagnostics
26 XX Exception conditions mishandled

A Portion of BeizerOs Taxonomy
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Example Taxonomy (continued)

XXX Structural Bugs

31XX Control flow and sequencing
32XX Processing

4AXXX Data

41XX Data definition and structure
42XX Data access and handling

5XXX Implementation and Coding

51XX Coding and typographical

52XX Style and standards violations
53XX Documentation

BXXX Integration

61XX Internal interfaces

62XX External interfaces, timing, throughput
TXXX System and Software Architecture

A Portion of BeizerOs Taxonomy
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Example Taxonomy (continued)

71XX O/S call and use

72XX Software architecture

73XX Recovery and accountability
74XX Performance

75XX Incorrect diagnostics, exceptions
76 XX Partitions, overlays

77XX System generation, environment
8XXX Test Definition and Execution
81XX Test design bugs

82XX Test execution bugs

83XX Test documentation

84XX Test case completeness

A Portion of BeizerOs Taxonomy
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Taxonomz sources o)

¥

Beizer, Boris (1990). Software Testing Techniques (2nd
Edition). Van Nostrand Reinhold.

Binder, Robert V. (2000). Testing Object-Oriented Systems:
Models, Patterns, and Tools . Addison-Wesley.

Kaner, Cem, Jack Falk, and Hung Quoc Nguyen (1999).
Testing Computer Software (2nd Edition). John Wiley &
Sons.

Whittaker, James A. (2003). How To Break Software: A
Practical Guide to Testing . Addison Wesley.

Vijayaraghavan, Giri and Cem Kaner. OBugs in your shopping
cartO www.testingeducation.org/articles/BISC_Final.pdf
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Chapter 5

Wrap Up
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Tutorial Agenda

1.! Introduction

2.! Black Box Science
3.! Black Box Art

4.! Defect Taxonomies

P> 5. Wrap-up
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Current Challenges
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Tutorial Goals Achieved

¥ You are now able to

b Design test cases using structured techniques

P Implement the OartO of test case design as well
as the OscienceO

P Understand how defect taxonomies can
Improve test case design
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Tutorial Evaluations

Tutorial Evaluation
How did we do?
* Great * Wonderful

* Fantastic * Terrific

uperior
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Thank You

¥ On behalf of Software Quality Engineering, thank
you for attending this tutorial.

¥ If you have further needs for training or
consulting, please think first of SQE.

¥ If | can be of further assistance, please let me
know. My emall is lee@sqge.com
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Good Luck!




